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| dentity theft —fastest growing crimein the nation

What to do if your identity is stolen

By Aprian P. KENDALL

dentity theft was the top consumer

complaint in the country last year,
and it happenswhen someonetakesyour
personal identifying information — your
social security number, birth date,
mother’ s maiden name, credit card, and
uses it to buy merchandise or borrow
money inyour name. Thieves can usea
variety of ways to filch your identity,
such as stolen mail, unauthorized tele-
phone service, manipulation of bank ac-
counts and investments. Y ou may not
discover thetheft until you' refaced with
bills you didn't even know existed. In
our Spring Newsletter we offered some
common sense measuresto taketo mini-
mizetherisk of becomingavictim. Now
we'll explore steps to take once you've
discoveredthat someoneismisusingyour
identity.

Think passwords. Today's elec-
tronics, the company computer, your
home computer, banking and ATM ma-
chines, web sites, voice mail, and home
security systems all require passwords,
and the average computer user will
choose an easy-to-remember password.
Unfortunately, hackerscan useprograms
that can run through thousands of words
in minutes, so it may betimeto consider
the unusua in passwords, perhaps the
cryptic, using upper and lower-case let-
ters, numbers and punctuation.

Whenyoulearnthat your namehas
beenstolen, act quickly. Keeparecord of
all your conversations and correspon-
dence. The precise steps to take will

depend on what has been stolen and how
misused, but threebasi c coursesof action
will be appropriate in almost all cases.

1. Contact thefraud departments
of each of the three major credit bu-
reaus.

Call and write the credit bureaus to
notify them you are avictim of identity
theft. Ask that a“fraud alert” be placed
inyour file, aswell asastatement asking
creditorstocall you beforethey openany
reguested new accounts or change your
existing accounts. Also order copies of
your credit reports from each bureau.
Thebureaus must giveyou afree copy if
your report isinaccuratebecauseof fraud,
and you request it in writing.

Reviewthereportscarefully tomake
sure no new fraudulent accounts have
been opened in your name, or unautho-
rized changes made to your existing ac-
counts. Check the sectionsof thereports
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that list inquiries. Where inquiries ap-
pear from companies that opened the
false accounts, ask the bureau that they
remove them from the report. After six
weeks or so, order new copies of your
reports to verify that corrections and
changes have been made, and to make
sure no new fraudulent activity has oc-
curred. Here are the three national con-
sumer reporting agencies.

Equifax Credit Information Services
Tel. (800) 525-6285

P.O. Box 740241

Atlanta, GA 30374-0241
www.equifax.com

Experian Information Solutions
Tel. (888) 397-3742

P.O. Box 9530

Allen, TX 75013
WWW.experian.com

TransUnion

Tel. (800) 680-7289

Fraud Victim Assistance Division
P.O. Box 6790

Fullerton, CA 92634-6790
WWW.transunion.com

2. Call and writeretail creditors
for any false or falsified accounts.

Ask to speak to someone in their
security or fraud departments, and be
sure to follow up with a letter. Notify
credit card issuers in writing. Under
currentlaw, provisionsfor consumer pro-
tection require written notice for resolv-
ing errors on credit card hilling state-
ments. Closetheaccountsthat havebeen




tampered with, and open new ones with
new personal identification numbersand
passwords. Avoidusing easily available
informationsuchasyour mother’ smaiden
name, your hirthday, or the last four
digitsof your social security or telephone
number.

3. File a report with your local
policeor policeinthecommunity where
the identity theft took place.

Oncethepolicereportisfiled, geta
copy of it in case your bank, credit card
company, or others need proof of the
crime. Evenif thepolicecannot catchthe
identity thief in your case, having acopy
of the police report can help you when
dealing with creditors.

There are other ways of stealing
your identity:

Stolen mail. If your mail has been
stolen to get new credit cards, bank or
credit card statements, or if an identity
thief has falsified a change of address
form, report these crimes to your local
posta inspector. Contact your post of-
ficefor thetelephonenumber of thenear-
est postal inspection service office, or
check the postal service website at
WwWW.usps.gov/websites/depart/inspect.

Change of address on credit card
accounts. If you discover a thief has
changed the billing address on an exist-
ing credit card account, closetheaccount
immediately. When opening anew one,
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ask that a password be used before any
charges, inquiriesor changescanbemade
on the account. Be sure to avoid using
easily available persona information for
the password.

Bank accounts. If someone has
tampered with any of your bank accounts
or ATM cards, closetheaccountimmedi-
ately. Onopeningthenew account, insist
on password-only accesstominimizethe
possihility of identity theft. If any checks
have been stolen, stop payment on them.
The check verification companies can
help you in tracking your stolen or mis-
used checks. Here are somemajor ones:
SCAN: 1-800-262-7771. TeleCheck:
1-800-710-9898. CrossCheck: 1-707-
586-0431. Equifax Check Systems:
1-800-437-5120. International Check
Services: 1-800-526-5380.

If your ATM card has been logt,
stolen, or otherwise compromised, can-
cel itassoonasyou canand order another
with a new PIN. Notify the issuer in
writing.

Investments. If you believe that
your securitiesinvestmentsor brokerage
account hasbeen tampered with, reportit
immediately to your broker or account
manager, and to the Securities and Ex-
change Commission. Complaintscanbe
filed with the SEC by visting itswebsite
at www.sec.gov/complaint.shtml. Tele-
phone at 202-942-7040.

Telephoneservice. |If someonehas
established new telephone service under
your name, or is making unauthorized
callsthat are billed to your telephone or
cell phone, contact your serviceprovider
immediately. Cancel the account and/or
any caling cards affiliated with it. If
you' re having troubl e getting fraudul ent
telephone changes removed from your
account, contact the Maine Public Utili-
ties Commission for local service pro-
viders at (207) 287-3831. For long-
distance service providers and cellular
providers, call 1-888-CALL-FCC, or on
the web at www.fcc.gov/cch/enforce/
complaint.html.

Employment. If someone is using
your socia security number to apply for
a job or to work, that is also a crime.
Theseinstances should bereportedtothe

SSA’sfraud hotline at 1-800-269-0271.
Y ou canalsotel ephonethe SSA at 1-800-
772-1213 to verify the accuracy of the
earnings reported on your SSN, and to
request a copy of your socia security
statement. Aswithall other cases, follow
up your callsin writing.

Driver’slicense. If you learn that
your nameor SSN isbeing used by some-
oneelsetoget adriver’slicenseor anon-
driver’s D, contact your Department of
Motor Vehicles. Maine's Office of In-
vestigations can be reached at 207-624-
9000, ext. 5214.

Bankruptcy. Itisentirely possible,
and hashappened before. If someonehas
filed for bankruptcy using your name,
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write to the U.S. Trustee in the region

wherethebankruptcy wasfiled. A list of
the U.S. Trustee regions can be found at
www.usdoj.gov/ust. Your letter should
describe the situation and include proof
of your identity. If appropriate, the U.S.
Trustee will refer the matter to criminal
law enforcement authorities if you pro-
videappropriatedocumentstoverify your
claim. FileacomplaintalsowiththeU.S.
Attorney and/or theFBI inthecity where
theillegal bankruptcy wasfiled.

One final recommendation: if you
have been a victim of identity theft, be
certain aso to file a complaint with the
Federal TradeCommission. Contacttheir
special telephone hotline, toll-free, at 1-
877-IDTHEFT, or 438-4338. Write to
Identity Theft Clearinghouse, Federa
Trade Commission, 600 Pennsylvania
Avenue NW, Washington, DC 20580.
Onlineat www.consumer.gov/idtheft. [

STUART LEEDS
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Current legal limitsfor
sexual abuse claims

By Davip P. VERY

ecent publicity about revel ationsof

sexual abuseclaimsagainst priests
of the Catholic Church has raised the
profile of sexual abuse claimsin gen-
eral. Many of theseclaimsarefor sexual
abuse that occurred many years ago,
thus invoking repressed memory and
statute of limitations issues.

During the 1980s, there was an
increase of civil litigation by victims of
sexual abuse, alleging that they had re-
pressed memoriesof theabusefor many
years. In 1991, the Maine Legislature
amended the statute of limitations for
sexual abuse claims, 14 M.R.S.A.
§ 752-C, to provide for a "discovery
rule" that would alow repression of
memory totoll therunning of the statute
of limitations: "Actions based upon
sexual intercourse or a sexual act . . .
with aperson under the age of majority
must be commenced within 12 years
after the cause of action accrues, or
within six years of the time the person
discovers or reasonably should have
discovered the harm, whichever occurs
later."

The Legidature further provided
that the amendment applied to all ac-
tions occurring after the effective date,
October 9, 1991, and all actions for
which the claim had not yet been barred
by any previous statute of limitations.
The previous statute for sexual abuse
claims provided for a six year limita-
tion. Giventhat claimswould betolled
during aperson’'sminority, any claim of
sexual intercourse or sexua act by a
victim who had reached the age of 24
before October 9, 1985 would be barred
and unaffected by the 1991 Act. This
was confirmed by the Maine Law Court
in McAfee v. Cole, 637 A.2d 463 (Me.
1994). Mark McAfee alleged that he
was sexually abused by Warren Cole
hundreds of times between 1965 and
1971, but repressed al memories of the

abuse until 1992. The Law Court not
only ruled that the statute of limitations
was not retroactive and thus did not
apply to McAfee's claims, but also de-
clined to adopt ajudicialy crafted dis-
covery rule for sexual abuse claims.
Justice Danadissented, arguing that the
Court should adopt ajudicial discovery
rulein this situation if there were "cor-
roborating evidence." The McAfee
Court also held that in order for aclaim-
ant to assert mental illness under the
mental illnesstolling statute, the claim-
ant must demonstrate an "overall inabil-
ity to function in society."

Two yearslater, the Law Court, in
Nuccio v. Nuccio, 673 A.2d 1331 (Me.
1996), held that a defendant would not
beequitably estopped, or prevented, from
asserting the statute of limitations even
where the claimant alleged that she re-
pressed all memory of the abuse as a
result of the defendant's threats, abuse,
and specific acts of violence directed
toward her. Thefollowingyear, theLaw
Court, in Harkness v. Fitzgerald, 701
A.2d 370 (Me. 1997), ruled that aclaim-
ant could not escape the statute of limi-
tations by alleging that her parents
fraudulently concealed her cause of ac-
tionagainst her father. Asaresult of this
trilogy of Law Court decisions, victims
of sexual abusewho had reached theage
of 24 prior to 1985 have no remedy,
unless they can demonstrate extraordi-
nary circumstances such as continuing
duress or an actual overall inability to
function in society.

In1999, the L egislatureonceagain
amended 14 M.R.SA. 8 752-C to pro-
vide absolutely no limitation on actions
based upon "sexual acts or sexual con-
tact" toward minors. The Legislature
provided that the Act only applied to
actionsbased upon asexual act or sexual
contact occurring on or after August 11,
2000, or for all actions for which the
claim had not yet been barred by the
previousstatute of limitations. Thislaw
not only removed any statute of limita-

tions for these claims, but also broad-
ened the claims that are included in the
statute to include al claims of sexual
contact.

This latter issue was specifically
addressed by the U. S. District Court in
Hinkley v. Baker, 122 F. Supp. 2nd 48
(D. Me. 2000). The claimant asserted
that she was sexually abused between
1982 and 1985. Because the alleged
conduct occurredwhiletheplaintiff was
aminor, thestatuteof limitationsdid not
begin to run until she reached the age of
majority, on December 27, 1993. The
District Court held that the 1991 statute
of limitations provision for sexual acts
toward minorsdid not apply toher claim
as it only included claims of "sexua
intercourse" or "sexual acts." Sexual
acts require direct physical contact.
Since the plaintiff only alleged that the
defendant's inappropriate contact was
through clothing, his conduct was de-
fined as "sexual contact” rather than a
sexual act. Asthe statute of limitations
on her claimwould haveexpired prior to
the effective date of the broader 1999
statute, August 11, 2000, her claim was
barred.

Therefore, for any claiminvolving
sexual contact, or sexual abuse through
clothing, the wrongful act must have
occurred onor after August 11, 2000, or
for anyone who had not yet reached the
age of 24 on that date for negligence
claimsfor allowing the abuse to occur,
or the age of 20 on that date for assault
claims. Because the 1999 amendment
providesfor notimelimitationfor sexual
abuse claims, the issue of whether a
repression of memory resulted in the
claimant'sfailureto"discover" theclaim
is now effectively moot in Maine. In-
deed, because the 1991 amendment al-
lowed for a 12-year statute of limita-
tions, the provision that allowed repres-
sion of memory to toll the statute of
limitations was never used by a claim-
antin Maine. [
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BriefgKudos

ADRIAN KENDALL wasinvited, to-
gether with state officials from Massa-
chusetts and business leaders from
across New England, to areception in
Boston hosted by the German airline
Lufthansa and Logan Airport officials.
The occasion was to mark Lufthansa’'s
new non-stop service from Boston to
Munichyear-round, anindication of the
present and future business growth be-
tween Germany’ s State of Bavariaand
New England. Adrian serves as repre-
sentative to the State of Maine for the
German Consulate General in Boston.

EMILY BLOCH was €lected to the
Board of Directorsof MaineBusinesses
for Social Responsibility at their annual
conference on June 5, 2002.

TheMaine Municipal Association held
a day-long seminar on Technology in
Local Government thisspring. NH&D
attorneys BOB BOWER and ANNE
CARNEY presented an in-depth look
at current Maine and federal lawson e-
commerce, and the special risksaccom-
panying employees use of computers
and telephones.

DAVE HERZER is the State Repre-
sentative in Maine for the national De-
fense Research Institute, which serves
law firms and corporations, and is par-
ticularly stronginthefieldsof employ-
ment law and human resource issues.
Dave has been successful in demon-
strating the benefits of DRI member-
ship to Maine corporations, including
Hannaford Brothers Company, alarge
regional food and drug retailer.

The Alumni Association of the Univer-
sity of Maine School of Law has ap-
pointed MARK LAVOIE and JOHN
VEILLEUX totheBoard of Directors.

The Maine Trial Lawyers Association
held a two-and-half day course on tria
advocacy at the Cumberland County
Superior Court, and our associates
DORIS RYGALSKI, AARON
BALTES, and RACHEL REEVESat-
tended. They presented opening state-
ments, closing arguments, and witness
examinations before afaculty of judges
and senior trial attorneys.

Maine's Credit Unions are reaching out
to youth with various programsthat will
encourage their education in money
management. Last year, Lisbon Com-
munity Federal Credit Unionintroduced
FOCUS, a program for teens, in which
they offered monthly drawingsfor prizes
and an opportunity to apply for checking
accounts, ATM cards, and computer
banking. Nearly ayear later, 168 teens
have opened FOCUS accounts, and its
popularity is growing.

In Northern Maine, the Eastmill
Federal Credit Union reported that a
five-year-old member of its Monty
Moose program chose to spend her
Moose Bucks on toys for less fortunate
children thispast Christmas. And aswe
reported earlier, in Portland the
Cumberland County Teachers FCU of-
fersabanking program for grade school
children; onedollar can openanaccount.

Threeyearsago, aslawsuits against the
tobacco companies were underway,
Norman Hanson & DeTroy developed
for the State of Main€e' slegal action the
proof that cigarette smoking caused ill-
nessesandfatalities. Thetobaccocom-
paniespaidtoMaine, and 40 other states
who sued them, damages of many bil-
lions, monies to be spent on education
to reduce smoking.

At arecent meeting of the Maine
Lung Association, the Attorney Gen-
eral of Mississippi, Michael Moore, who
began the tobacco suits, commented on
Maine's proper use of the settlement
monies. The Bureau of the Budget
confirmed that Maine spendsits yearly
allocation of tobacco funds only on
smoking education and health. Most
other states are spending their settle-
ment monieson unrelated projects, such
as highways and unemployment insur-
ance.

On August 7, 2002 STEVE
MORIARTY will speak on critical is-
suesinworkers' compensationat asemi-
nar sponsored by Lorman Education
Servicesin Portland. Stevewill address
new case law, legislation and regula-
tionsinworkers' comp, andwill partici-
pate in apanel discussion.

Addictions in our society are not new.
Besides those individuals addicted to
alcohol and drugs, computershavebeen
shown to create, in some people, true
addictions. When an office supervisor
was recently discovered playing com-
puter games continually during work-
ing hours, the therapist consulted deter-
mined that the employee was addicted.
However, an employment claims au-
thority stated that because of the new-
nessof computersin offices, itisnot yet
covered under the Americanswith Dis-
abilities Act!
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Workers compensation —
L egidative developmentsand
Law Court decisons

By StepHEN W. MORIARTY

L egislature overturns Kotch

All was quiet on the legidative
front in the first several weeks follow-
ingtheLaw Court’ sdecisioninKotch v.
American Protective Services, Inc.,
2002 ME 19, 788 A.2d 582. In that
controversial decision, the Court held
that the “whole body” approach to per-
manent impairment in 8213 required
the Board to combine all occupational
and non-occupational impairment to-
gether for purposes of the statutory
threshold. Asaresult, individualswith
significant levels of unrelated, pre-in-
jury permanent impairment could
qualify for lifetime partial benefits.

A period of intense public and po-
litical debate began on March 25, when
the Governor introduced legisl ation de-
signed to reverse the holding in Kotch.
Whiletheemployer andinsurance com-
munities mobilized in support of the
legislation, organized labor staunchly
opposed all attemptsat repeal. Follow-
ing prolonged and intense debate, the
Legislature ultimately passed a bill on
April 25 which re-defines the type of
permanent impairment which can be
considered for determining eligibility
for unlimited partial benefits.

Under newly-enacted §213(1-A)
of theWorkers CompensationAct, per-
manent impairment may be “stacked”
only under very limited circumstances.
For purposes of the statutory threshold,
only the permanent impairment caused
by the occupational injury and any ag-
gravation or acceleration of apre-exist-
ing condition may be considered. This
portion of the statute essentially mirrors
and affirmsthe Law Court’s earlier de-
cisioninChurchill v. Central Aroostook
Association for Retarded Citizens, Inc.
1999 ME 192, 742 A.2d 475. However,

for injuries occurring on or after Janu-
ary 1, 2002, the Board may combinethe
impairment caused by the occupational
injury with impairment attributableto a
previous occupational injury, provided
that the following criteria are satisfied:

1. The prior injury must have
arisen out of and in the course of em-
ployment and the employer must have
completedafirst report pursuantto 8303;

2. The employee must have re-
ceived abenefit or compensation under
Title 39-A;

3. Thecompensability of theprior
injury must not have been denied by the
Board;

4. Theprior injury must combine
with the current injury to produce inca-
pacity.

Under these provisions, only prior
occupational injurieswhich occurredin
Maine can be considered. |f aprevious
injury has been resolved by lump sum
settlement, impairment may not be
stackedif thepriorimpairment wasequal
to or greater than the PI threshold in
effect at the time of the settlement. Ex-
cept as provided, no consideration may
begiven to prior impai rment which was
not caused, aggravated, or accelerated
by an occupational injury.

TheBoardwasrequired by §213(2)
toadjust thePI threshol d effective Janu-
ary 1, 2002, but had not done so at the
time of the passage of this new legisla-
tion. Thenew law requiresthe Board to
retai ntwo actuaries(onechosen by man-
agement members of the Board and the
other chosen by labor members) who
must submit arecommendation no | ater
than September 30 regarding anew im-
pairment threshold. The Board must
then establish athreshold by November
1, but if it faills to do so, the issue must
be referred to binding and non-appeal -
able arbitration. The arbitrator must

-l \

issue adecision by December 1, and the
Board must adopt the decision of the
arbitrator.

The new law is fully retroactive
and appliestoall pending claims. How-
ever, it doesnot apply to casesin which
afinal decree hasbeenissued establish-
ingtheextent of permanent impairment,
and it does not permit a re-opening of
cases in which entitlement to benefits
for partial has expired.

Thelaw will takeeffect on July 25,
2002. Recently, organized labor an-
nounced its intention to initiate a peti-
tiondrivein order totrigger a“people’s
veto” referendum election in Novem-
ber. To force a referendum, at least
42,101 signatureshad to besubmitted to
the Maine Secretary of State no later
than July 24. However, on June 17 the
Maine AFL-CIO announced that it
would abandon its efforts to seek aref-
erendum. Instead, labor will focus on
legislativeracesand possiblereformsto
the Workers' Compensation Act next
year.

STEPHEN W. MORIARTY

Mediation agreements

Several years ago, the Law Court
held that any agreements contained
within awritten record of mediation are
fully binding upon the parties. Bureau
v. Saffing Network, Inc., 678 A.2d 583
(Me. 1996). A recent appeal raised the
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issue of whether the parties are bound
indefinitely by mediation agreements.
InCommercial Unionv. MEMI C, 2002
ME 56, 794 A.2d 77, the claimant sus-
tained two separate occupational, inju-
riesworkingfor thesameemployer, and
whilethat employer wasinsured by CU
and MEMIC, respectively. At a 1996
mediation conference, the carriers
agreed to a 30/70 division of responsi-
bility, withMEMICacceptingthelarger
share.

Twoyearslater, MEMICrequested
the appointment of an arbitrator to ap-
portion liability between the carriers
pursuant to the provisions of former
8354. (Please note that §354 has since
been amended to restore to the Board
the authority to decide all apportion-
ment issues.) During apportionment
arbitration, MEMIC offered evidence
establishing that the two injuries were
equally responsible, and the arbitrator
agreed. CU appealed to the Superior
Court, whichvacated thedecision of the
arbitrator. MEMICthen appealedtothe
Law Court, and the original decision of
the arbitrator was affirmed.

The Court held that the arbitrator
did not exceed hisauthority in agreeing
with the medical evidence submitted by
MEMIC. Moreimportantly, however,
theCourt heldthat both mediationagree-
ments, likeformal decrees, canbemodi-
fied uponafinding of “ changed circum-
stances.” As a result, it is clear that
agreements reached at mediation are
subject to the same “changed circum-
stances’ standardthat appliestodecrees
of theBoard. In other words, the terms
of an agreement may be modified or
terminated based upon comparative
medical evidenceor any other compara-
tive change that may have developed
since the mediation record was signed.

Cyber risks—workplace policies
can prevent employer liability

By ANNE M. CARNEY

hile computer terminals and
internet accessareessential in most
Maine workplaces, if an employee mis-
uses this technology, employers can be
exposed to significant criminal and civil
liability. Theonly way an employer can
protect itself from cyber risksisto adopt
apolicy regulating employeeuseof tele-
phones and electronic communications
intheworkplace, and actively enforcing
it. Active enforcement involves distrib-
uting awritten Telephoneand Electronic
Communications Policy, educating em-
ployees about the meaning of the policy,
investigating promptly any report of im-
proper use, and taking corrective action.

Unauthorized access

Several federal and state laws create
criminal liability on the part of an em-
ployer for unauthorized access to elec-
tronic communications. The federal
Wiretap Act, 18 U.S.C. §2510 prohibits
any individual, including an employer,
from intercepting electronic communi-
cationsintransit. The penalty isamaxi-
mumfive-year termof imprisonment and
asignificant fine. Employers generally
do not face liability under the federa
Wiretap Act, because an employer’s ac-
Cess to eectronic communications usu-
ally occurs after transmission, when the
message is received and stored. The
federal Act doesnot address stored com-
munications.

The Maine Interception of Wireand
Ora CommunicationsAct, 15M.R.SA.
8709, does appear to apply to access of
stored communications as well as com-
municationsintransit. Under the Maine
statute, unauthorized interception is a
Class C crime, and exposes an employer
to significant civil liability. Maine's
Criminal Code also creates two com-
puter-related crimes, Criminal Invasion
of Computer Privacy, 17-A M.R.SA.

8432, and Aggravated Criminal Invasion
of Computer Privacy, 17-A M.R.SA.
8433. Criminal invasion occurswhenan
individual intentionally accessesanother's
electronically stored information, know-
ing the access is unauthorized. It is a
Class D crime. An aggravated crime
involvesunauthorized copying of acom-
puter program or electronically stored
information, damaging a computer re-
source, or intentionally introducing avi-
rus. ItisaClass C crime.

Anemployer caninsulateitself from
criminal liability under these laws by
adopting a written policy that informs
employees they have no reasonable ex-
pectation of privacy intheir use of work-
place computer terminals and computer
systems. The policy must be supple-
mented by requiringwrittenconsent from
all employeeswho useaworkplace com-
puter terminal or computer system to
permit the employer’ s access to and use
of any communication accomplished on
workplacecomputer equipment. Anem-
ployer should provide awritten reminder
of the policy, displayed near workplace
computer terminals or on the computer
screen itself.

Criminal conduct by an employee
Anotherriskinvolvesanemployee's
use of aworkplace computer terminal to
commit a crime. If the employee is
convicted of disseminating sexually ex-
plicit materials, or possession of sexually
explicit materials, or crimes involving
use of a computer to transmit or view
child pornography, an employer is sub-
ject to criminal forfeiture of any work-
place equipment used by the employee.
17M.R.S.A.82925. Several Mainecases
illustratethe potential for an employeeto
use a computer terminal to engage in
criminal activity or misconduct.
 Recently an individual was con-
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victed of violating a protective order by
contacting hischildthroughe-mail. Sate
v. Turner, 766 A.2d 1025 (Me. 2001).
Although this case did not involve the
employer/employee relationship, em-
ployersmust beawareof thepotential for
an employee to use a workplace com-
puter to evade a protective order.

» TheMaineSupremeJudicial Court
has held that an employee who uses the
employer's computer to engage in fraud
has committed "misconduct,”" disguali-
fying the employee from receiving un-
employment compensation benefits.
Wellby v. Maine Unemployment Insur-
anceComm'n, 603 A.2d476 (Me. 1992).
Whilethiscasedidnotinvolveacriminal
conviction, clearly any employer facesa
risk that an employee will use a work-
place computer to engage in fraud or
embezzlement.

Wrongful conduct by an employee

Telecommunications present
unique issues regarding defamation and
invasion of privacy. Employers and
employees can both be subject to civil
claims based on publication of falseand
defamatory statements about another
employee, or the publication of private
information regarding another. While
theexclusivity and immunity provisions
of the Maine Workers Compensation
Act will limit an employer’s or co-
worker'sliability, thetargeted employee
or person may still recover damages for
harm to reputation and loss of privacy
from use of a workplace computer to
spread falseor privateinformation about
another. Unfortunately, a computer's
storage of electronic information means
that evidence of defamation or other
tortious conduct is forever preserved in
theempl oyer'sel ectronicequipment. The
only way to prevent these cyber risks of
liability isto actively enforceyour Tele-
phone and Electronic Communication
Policy.

Employment discrimination claims

Useof anemployer'scomputer sys-
temto create ahostile work environment
has received significant attention from
courtsin almost every jurisdiction in the
country. A hostile work environment
exists when an employee is subjected to
physical or verba conduct offensive to
the employee because of her sex, race,
national origin, ancestry or religion, and
that offensive conduct is so severe and
pervasive that it permeates the work-
place. A hostile work environment can
be created by the display of offensive
material on a computer screen, by send-
ing offensive material to an employer's
printer thereby exposing other employ-
ees to it, and the use of e-mail to send
offensivepictures, jokes, and other mate-
ria.

By incorporatingthedangersof cyber
risks into an employer’s equal employ-
ment opportunity policies and training,
employers can mitigate the risk that an
employeewill usehiscomputer to create
a hostile work environment. For ex-
ample, the annua notification required
by Mainelaw, 26 M.R.S.A. 8807, can be
modifiedtoincludean exampleof sexual
harassment through electronic commu-
nications. Anemployer’ sTelephoneand
Electronic Communication Policy and
Equal Employment Opportunity Policy
should reference each other, and should
adviseemployeesthat they are subject to

The fundamental and
still litigated difference
between intentional wrongs
and negligent wrongs
was expressed by
Justice Oliver Wendell Homes
of the U.S Supreme Court
in eleven lively words:
“...even a dog distinguishes
between being stumbled over
and being kicked”

Federal reinsurance
law for terrorism
coverage underway

As we go to press, the news from
Congressisthat the Senate has passed a
bill that dealswith the shortfallsof rein-
surance coverage for terrorism risks.
Bill S2600, however, isdrastically dif-
ferent fronthereinsurance coveragebill
passed by the House of Representatives.
Thisensuresthat after further negations
for amendments, the amended bill will
goto Conference Committeeforitsfinal
approval and Senate vote.

cumulative discipline for conduct that
violatesbothpolicies. Anemployer must
also cal supervisors attention to the
possible use of their internal emailsin
the course of an investigation to either
defeat or establish the employer’ sliabil-
ity. Supervisor communications about
allegations of discriminatory conduct
must show that theempl oyer hastakenits
obligation to investigate and correct any
discriminatory conduct seriously.

Maine employers can significantly
reduce these “cyber risks’ by adopting
policies appropriate to their workplace,
training employees, and actively enforc-
ing the policies when violations occur.
Thesepreventivestepsareminimal when
compared to the consequences of pos-
sible crimina conviction, forfeiture of
equipment, civil liability, and thecostsof
defending alawsuit. [J
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Threesgnificant Law Court decisons

By Davip P. VERY

Landlord not liable for
attack by tenant'sdog

Therecent high profile dog attack
case in San Francisco in which the vic-
timdiedraised theprofileof liability for
a dog attack. In Stewart v. Aldrich,
2002 ME 16, 788 A.2d 603, the Law
Court held that alandlord wasnot liable
for an attack by a tenant's dog that
occurred in the tenant's apartment, be-
cause the dog was owned by and under
the control of the tenant.

Defendant Harrison Aldrich had
rented an apartmenttoDonaldand Robin
Bailey pursuant to a month-to-month
agreement. Thetenancy agreementwas
not in writing and the terms were im-
plied. Thelandlord allowedtheBaileys
tohavedogs, andthecoupleacquiredan
Akita. Shortly after, the dog attacked
the Baileys' two-year old daughter and
created a serious wound on her head.
The Baileys continued to keep the dog,
and three months later, seven-year old
Kristin Stewart, who wasafriend of the
Baileys daughter, came over unexpect-
edly foravisit. Whilealoneintheliving
roomwiththedog, shewasattacked and
received injuriesto her face.

Kristin'smother brought alawsuit
against the landlord, Aldrich, arguing
that hehad aduty to ensurethe premises
herented did not possessany dangerous
conditions, and that he had violated this
duty by allowing the Baileysto remain
intheapartment withadog that heknew
to be dangerous. The landlord filed a
motion for summary judgment. Al-
though there was afactual dispute asto
whether thelandlord knew of the previ-
ousdog attack, for the purposesof sum-
mary judgment, the Court assumed that
thelandlord knew of theattack, and that
as aresult, should have known that the
dog was dangerous or had vicious pro-
pensities. The Superior Court granted
summary judgment infavor of theland-
lord finding that the landlord owed no

duty toKristen, asthedogwasowned by
and under the control of the Baileys.

On appeal, the Law Court stated
that the dispositive issue is whether the
landlord, because he could have evicted
the Baileys or not renewed their ten-
ancy, retained "control” over the pres-
ence of the dog on the premises at the
time of the attack. The Court held that
the mere power to coerce the conduct of
tenants through the threat of eviction or
by refusing to renew the tenancy is not
the "control" contemplated to hold a
landlord liable for a dangerous condi-
tion. TheCourt statedthat | easorsshoul d
beableto convey interestin property for
alimited time without assuming inordi-
nate liability for the conduct of thoseto
whom they rent or lease. This policy,
noted the Court, benefits both theleasor
and the leasee, as people should be able
toacquire property interestsof alimited
duration without completely forfeiting
their freedom to make their own deci-
sions about how they will live their
lives. The Court observed that if land-
lords were to be held responsible for
their tenants' conduct, the result would
be substantially more regulation by the
landlord of the previously private con-
duct of tenants, i.e., landlords would no
longer allow tenants to own dogs.

Although the Court did not come
out and statethat alandlord can never be
held liable for an attack by a tenant's
dog, the decision makes it clear that a
landlord may not be held liable simply
for not taking stepsto remove adanger-
ous or vicious dog from the rented pre-
mi ses.

Governmental entity'sliability

for negligent rescue
Isagovernmental entity liable for

itsfailure to execute an efficient rescue

duetothealleged negligent useof equip-

ment and vehicles? OnMarch 13, 1999,

Thomas Thompson was gravely injured
inasnowmobileaccident onatrail main-
tained and controlled by the Department
of Inland Fisheries and Wildlife. Mr.
Thompson filed a complaint against the
Department, the State, the Maine War-
den Service, and the Maine Army Na-
tional Guard alleging that hisrescuewas
delayed by hours because of the State's
negligent acts with regard to its owner-
ship, maintenance, and use of therescue
vehicles, aircraft, snowmobilesand other
machinery at its disposal. Specificaly,
Thompson claimed that the National
Guard helicopter that had been dis-
patched to rescue him was unable to
locatetheextraction point becauseit had
navigational equipment that wasincom-
patible with the equipment used by the
warden service's ground units; that it
was inadequately fueled to enable it to
continue searching for a sufficient
amount of time; andthewarden service's
ground units were not equipped with
adequate radio communications equip-
ment. Thompson claimed that theinju-
ries he suffered from the snowmobile
accident were exacerbated by thisnegli-
gence.

The State moved to dismiss
Thompson's complaint on behalf of all
the defendants, and the Superior Court
granted the motion, finding that all de-
fendants were immune from liability
pursuant to the Maine Tort Claims Act
(MTCA).

On appeal, in Thompson v. De-
partment of I nland Fisheriesand Wil d-
life, etal., 2002 ME 78 (May 13, 2002),
the Law Court noted that the MTCA
expressly exempts from immunity the
negligent acts or omissions of agovern-
mental entity inthe" ownership, mainte-
nanceor use" of its motor vehicles, spe-
cial mobile equipment, trailers, aircraft,
watercraft, snowmobiles, and other ma-
chinery or equipment. Thompson ar-
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gued that the State's failure to suffi-
ciently fuel the helicopter and to main-
tain adequate communication and navi-
gation equipment squarely fell within
the plain meaning of this exemption.
The Law Court noted that it has
made clear that the kind of negligence
falling within this exception to immu-
nity involves harms that flow naturally
or directly from the negligent use or
maintenance of vehicles or equipment.
The essence of Thompson's complaint,
theCourt stated, wasthat hewasharmed
not by contact with a negligently oper-
ated or maintained vehicle, but by the
State's failure to execute an efficient
rescue. The Court held that negligence
inthe execution of arescue does not fall
withinthe MTCA's exception to immu-
nity for negligence in the ownership,
maintenance, or use of vehicles. The
Superior Court's dismissal of plaintiff's
complaint was therefore affirmed.

Law Court clarifies
damages allowed in
wrongful death actions

OnJune3, 1996, arock fromatruck
operated by KevinWilliamsbhecameair-
borne and broke through thewindshield
of the car behind it. Therock struck the
driver, Barbara Carter, on her left hand
and shoulder, before striking her daugh-
ter Karen in the head causing her death.
Barbara's husband and Karen's father,
Robert Carter, was in the front passen-
ger seat and Jessica Carter, age 5, was
sitting beside her sister Karen in the
back seat of the car.

The Carters filed multiple claims
against the truck driver and his em-
ployer, to include claims for wrongful
death; negligent infliction of emotional
distresson Barbara, Robert and Jessica;
negligence in causing Barbara's inju-
ries; pecuniary lossasaresult of Karen's
death; and Barbara'sand Robert'sloss of
each other's consortium. Following a
jury-waived trial, the Court awarded
$83,812 on the wrongful death claim,
$7,500 on Jessica'sNIED claim for wit-
nessing the injury to Barbara, $100,000
for Barbara's personal injuries, $30,000

for Robert'slossof consortium, and costs
and interest. The Court found for the
defendants on Barbara's, Robert's and
Jessical's NIED claims from witnessing
Karen'sdeath, Robert'sNIED claimfrom
witnessing Barbara's injuries, and
Barbara's claim for loss of consortium.
The Court did not award any additional
sumfor the parents pecuniary loss. The
Carters appealed.

On appedl, in Carter v. Williams,
2002 ME 50 (March 29, 2002), the Cart-
ers first argued that the pecuniary loss
they suffered due to Karen's death was
not so speculative as to preclude recov-

DAVID P. VERY

ery. The Law Court noted that it is
inherently difficult to determine pecuni-
ary loss upon the death of achild. The
Court cited a 1914 decision in which it
stated, "The child might have provided
financial assistanceto hismother during
thenext 20 yearsif he had beenindustri-
ous and frugal, and had not taken on
other domestic burdensby marriage, but
that all these elements are more or less
speculative, existingintherealm of pos-
sibility not the realm of certainty." The
Court cited another 1914 decision in
which it stated, "The mgjority of chil-
dren, eight years of age, will have cost
their parentsduringtheir lifetime, amuch
larger outlay than they will have con-
tributedtotheir benefit." TheLaw Court
therefore found that the Superior Court
did not err in concluding, based on the
evidence presented, that the pecuniary
injury to the parents resulting from the
child's death was too speculative to be

determined to the necessary degree of
certainty.

The Carters next argued that the
wrongful death statute did not prevent
them from recovering for the emotional
distress they suffered as bystanders in
witnessing Karen's death. The defen-
dants contended that the Maine wrong-
ful death statute precludes separate
claimsfor emotional distressarisingfrom
the facts alleged in the wrongful death
claim. Thewrongful death statute states
inpart, "including any damagesfor emo-
tional distress arising from the same
facts as those constituting the underly-
ing claim, to the personsfor whose ben-
efit the action is brought.” 18-A
M.R.S.A. § 2-804(b). Because Robert
and Barbara were the beneficiaries of
their daughter's estate, and becausetheir
claim wasbased onthe samefactsasthe
wrongful death claim, the Law Court
found that the Superior Court properly
concluded that they may not bring NIED
claimsseparatefrom thewrongful death
claim.

TheLaw Court, however, held that
Jessica, Karen's sister, is not an heir to
her sister'sestateand thusdoesnot share
inthewrongful death claim. Thewrong-
ful death statute would therefore not
apply to her claim for damages from
witnessing her sister's death. To con-
clude otherwise, noted the Court, would
leave Jessica without any remedy, un-
like her parents, who have a remedy
pursuant to the wrongful death statute.
The Court ruled that thetrial court erred
in not permitting Jessica to recover on
her emotional distress claim.

The Carters then argued that the
Superior Court erred in concluding that
Robert failed to establish that he suf-
fered serious emotional distress from
witnessing hiswife'sinjuries. The Law
Courtreiteratedthat, " Seriousemotional
distress exists where a reasonable per-
son normally constituted, would be un-
able to adequately cope with the mental
stress engendered by the circumstances
of the event." The Court further noted
that Robert received the maximum
amount allowed by law for the grief he
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suffered as a result of his daughter's
tragic death. The Court found that the
Superior Court, in considering Robert's
request for additional emotional distress
caused by witnessing hiswife'sinjuries,
correctly foundtheevidenceinsufficient
to establish this separate claim.
BarbaraCarter next contended that
the wrongful death statute does not bar
her claim for loss of consortium result-
ing from Robert's emotional injuries.
The Cartersalleged that shewasinjured
by Robert's withdrawal following her
injury and the death of Karen. The
defendantsargued that the Superior Court
properly denied Barbara's claim of loss
of consortium because the wrongful

death statute providestheexclusiverem-
edy for psychological injuries resulting
from Karen's death. The Law Court
observed that the Superior Courtreadthe
wrongful death statute to prevent
Barbaras claim for loss of consortium
because Robert's withdrawal resulted
from the same facts as the wrongful
deathclaimandtoalow aseparateclaim
would improperly permit recovery be-
yond the amount established by the stat-
ute. The Law Court agreed, noting that
the wrongful death statute limits recov-
ery for emotional distress, and should be
construed to limit recovery when the
effects of that distress cause a fellow
beneficiary's loss of consortium.
Finally, the Carters argued that the
Superior Court erred in failing to award

damages for Robert's lost wages. In
order to help his family following the
accident, he worked locally instead of
traveling asaship's chief engineer. The
Law Court found that, although the Su-
perior Court stated it would not award
lost wages pursuant to Robert's loss of
consortium claim, it erred in failing to
determine whether he established wage
loss damages pursuant to his separate
claim for pecuniary loss based on the
death of hischild.

The Law Court therefore remanded
thisactiontothe Superior Court to deter-
mine Jessica's damages on her NIED
claim, andfor further findingson Robert's
claim for pecuniary loss. [
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